UBND TiNH BIEN BIEN CONG HOA XA HQI CHU NGHIA VIET NAM

SO TAINGUYEN VA MOI TRUONG Pac 1ap — Tw do — Hanh phc
S6: 145 /BC-STNMT Dién Bién, ngay 15 thang 7 nam 2021
BAO CAO

Cong tac rng dung Cong nghé thong tin; Quéan ly ddm bdo an toan an ninh
thong tin trong hoat dong quan ly nha nwéc cia S Tai nguyén va Méi truong

Thuc hién Quyét dinh sé 963/QD-STTTT ngay 09 thang 7 nam 2021 cua
Giam déc So Thdng tin va Truyén thdng vé viéc kiém tra viéc ung dung Cong
nghé thong tin; Quan ly bao dam an toan an ninh thdng tin trong hoat dong quan
Iy Nha nudc cua cdc co quan, don vi trén dia ban tinh Bién Bién. S¢ Tai nguyén
va Moi truong tong hop bao cao nhu sau:

I-TINH HINH CHUNG

So Tai nguyén va Moi truong 1a co quan chuyén mon thugc Uy ban nhan
dan tinh, c6 chirc nang tham muu, gitp Uy ban nhan dan tinh thyc hién chic
nang quan ly Nha nuéc ve Tai nguyén va Moéi truong. S¢ Tai nguyén va Moi
truong ¢6 06 phong, 06 don vi truc thuoc. Tong s6 can bo nganh Tai nguyén va
Moi truong tinh Dién Bién la: 109 can bo.

Trong nhing ndm qua viéc phat trién co s& ha tang ky thuat CNTT phuc
vu cOng tac quan Iy di€u hanh dugc S¢ Tai nguyén va Moi truong het sac quan
tAm. Trong do6 trong tam tap chung vao day manh ung dung CNTT trong quan ly
chi dao diéu hanh va tng dung CNTT trong cng tac quan ly nganh tai nguyén
va moi truong.

11- NOI DUNG THUC HIEN
1. Ung dung CNTT trong hoat dong QLNN
1.1. Méi truong phép ly

- Viéc xay dyng Ké hoach ng dung cong nghé thong tin trong hoat dong
clia cac co quan Nha nudc, phét trién chinh quyén sé va bao dam an toan thong
tin mang:

+ Ké hoach sé 690/KH-STNMT ngay 18/7/2019 cua S¢ Tai nguyén va

Moi truong Ké hoach tng dung cong nghé thong tin cia So tai nguyén va Mai
truong nam 2020.

+ K& hoach s6 1307/KH-STNMT ngay 15/12/2020 cua S& Tai nguyén va

Moi truong Ké hoach tng dung cong nghé thong tin cia So tai nguyén va Mai
truong ndm 2021.

+ K& hoach s6 652/KH-STNMT ngay 26/5/2021 cua Sot Tai nguyén va
Mai trudng Trién khai thuc hién Dé an d6i mai viéc thuc hién co ché mot cua,
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mét cira lién théng trong giai quyét tha tuc hanh chinh cua So Tai nguyén va Moi
truong.

- Viéc ban hanh cac quy dinh, quy ché trong viéc ung dung CNTT, dam
bdo an toan thong tin mang: S¢ da ban hanh Quyet dinh s6 274/QD-STNMT
ngay 31/12/2019 vé viéc ban hanh Quy ché quan ly va st dung mang may tinh
noi bo cua So Tai nguyén va Moi truong.

- Van ban ghi dao tang cuong ung dung CNTT: T[u,xc hién guri/nhan Van
ban dién tu ky so, giai quyet thu tuc hanh chinh qua Cong Dich vu cong tryc
tuyen (theo van ban 392/UBND-KGVX ngay 09/02/2021 cua UBND tinh). So
da ban hanh Cong van s6 1337/STNMT-VP ngay 25/12/2019 vé viéc trien khai
gui, nhan van ban di¢n tu ap dung chir ky so trén h¢ thong phan mém quan 1y va
dicu hanh TDOffice; Thong bao s6 87/TB-STNMT ngay 12/02/2020 cua S¢ Tai
nguyén va Moi trudng ve viec triéu tap hoc vién tham gia I6p Tap huan tng
dung chir ky so.

1.2. Co 56 ha tang ky thudt CNTT

- Hién trang trang thiét bi CNTT.

Tong so may tinh dé ban, may tinh xéach tay: 109 bo;

Tong s may chu (Server): 03 bo.

- Ty 1€ may tinh/ can bo cong chitrc: 100%.

- 100% céc may tinh c6 cau hinh on dinh, dugc két noi mang noi bo
(LAN) va mang Internet toc do cao dap ung tot nhu cau lam viéc, trao doi va
khai thac tai liéu.

- Chua c6 hé théng bao dam an toan, an ninh mang va hé théng sao luu dix
liéu (Backup).

- Cong tac dam bao an toan, an ninh thong tin cho h¢ théng CNTT: Viéc
trang bi cac thi€t bi bao mat, pham mém phong chong virus.

1.3. Ung dung CNTT trong hoat dong ciia co quan Nha nuéc

- Ty 1€ can bg, cong churc, vién chirc thuong xuyén sir dung hom thu dién
tur cong vu trong cong viéc (http://mai.dienbien.gov.vn) dat trén 90%.

- Hé thong Quaén 1y van ban va diéu hanh:

+ Viéc trién khai thuc hién Quyét dinh s6 41/2018/QD-UBND ngay
02/11/2018 ciia UBND tinh ban hanh Quy ché tiép nhan, xir 1y, phat hanh va
quan ly van ban dién tr cia cdc co quan nha nudc trén dia ban tinh Di¢n Bién.
Pon vi da thuc hién nghiém tdc hiéu qua noi dung Quy ché trong tiép nhan, xu
ly, phéat hanh va quan 1y van ban dién tr dé xa ly cong viéc, té chic trién khai,
tuyén truyén dén toan thé cac co quan, don vi trong nganh tai nguyén va moi
truong; 100% van ban thong thuong dén, di dugc xir 1y trén mdi trudng mang
dam bao do tin cay, tinh toan ven va xac thuc caa théng tin chira trong van ban.
S¢ Tai nguyén va Moi trudng dd ban hanh vin ban sb 1337/STNMT-VP ngay
25/12/2019 vé viéc trién khai giri, nhan vin ban dién tir &p dung chir ky s6 trén
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hé thong phan mén quan 1y va diéu hanh TDOffice (cac van ban mat van duoc
gui nhan theo thong thuong).

+ Téng s6 van ban dén, di duoc trao doi cta cac co quan, don vi (trtr van
ban mat). Van ban dén 10.932; Van ban di 3.784

+ Ty 1¢ trao doi van ban dién tir (Vin ban ky sd) 94%.

+ T(R),ng sd don vi dugce cip chimg thu sb; Can bo lanh dao dugc cip
ching thu s6: Co quan 07; C4 nhan 35.

- Hé thong Hoi nghi truyén hinh tryc tuyén: Khong co.
- Céng dich vu cong truc tuyén:

- Tong sb dich vu ¢ong truc tuyén mirc d6 3, 4/ tong s thi tuc hanh chinh
cua co quan, don vi la: 52/87

- Ty Ié dich vu cdng truc tuyen mic do 3, 4 duoc tich hop cung cap trén
Cong dich vu cong Quoc gia: 11/52, chiem ty I¢ 21%.

- Ty 1& dich vu cdng truc tuyén mirc do 3, 4 c6 phét sinh ho so tryc tuyeén:
20/52, chiem 38%.

- Tong s6 hé so truc tuyén (tir ngay 01/01/2020 dén ngay 30/6/2021: 60 ho so
1.4. Nguon nhan e CNTT trong cdc co quan, don vi
- Téng sb can bd, chuyén vién phu trach CNTT 03 (01 Thac si; 02 Pai hoc).

‘ - Trong ndm 2020 S¢ da cu hon 15 lugt can bo tham gia cac 16p dao tao,
bo1 dudng, nang cao trinh dd quan 1y, di€u hanh, quan tri hé¢ thong, ddm bao an
toan, an ninh thong tin cho can bg, Cﬁng chuc, vién chuc, dac biét 1a déi ngi
lanh dao quan ly, can by chuyén trach vé cong ngh¢ thong tin do S& Thong tin
va Truyen thong tinh, B Tai nguyén va Moi truong to chuc. So da phoi hop
Trung tam cong ngh¢ thong tin va truyén thdng to chuc dao tao,tap huan vé chir
ky s6 cho 42 can b, cbng chuc, vién churc tai co quan.

2. Cong tac dam bao an toan, an ninh thong tin
- S& d dugc trang bi hé thong tudng lira (firewall).

- 100% may tinh cua céu} bd, cong chuc, vién chuc dugc cai dat phén
mém diét virut Bkav c6 ban quyén cua tinh.

3. Kinh phi chi cho hoat dong dau tw phat trién va ing dung CNTT
va cong tac dam bao an toan, an ninh thong tin

Kinh phi mua sam, bao tri, nang cap ha tang k¥ thuat, phan mém bao dam
an toan, an ninh thong tin:

- Tong chi ndm 2020: 240.000.000 dong.

- Tong chi ndm 2021: 350.000.000 dong.

I11- NHUNG HAN CHE, KHO KHAN

1. Panh gia nhitng han ché ton tai



-Ty RDVCTT co phéat sinh hd so con thap. Nhu vay c6 khoang 34 DVC
truc tuyén dugc cung cip nhu’ng khong c6 phat sinh hd so, nghia la nguoi dan,
doanh nghiép khong st dung cac DVC TT nay, anh hudng dén hiéu qua cung
cap DVC tryc tuyén caa So.

- Can bo chuyén trach vé CNTT tiép can nhiéu véi nhiéu san pham, dich
vu CNTT déc thu trong linh vuc tai nguyén va moi truong, bén canh do quan tri
nhiéu phan mém tng dung ding chung, ngoai ra con kiém nhiém céc cong viéc
chuyén mon khac do dé ciing con gap nhiéu khé khan, thach thirc chua phat huy
hét nang luc trong hoat dong linh viec CNTT.,

- Cac van ban co ché, chinh sach _trong linh vuc tai nguyén va moi truong
thay d6i gan voi cac hé thong phan mem ng dung trong nganh thuong Xuyen
cap nhap thay d6i do d6 cong tac to chuc trién khai thuc hién con nhiéu kho
khan, bat cap.

- Hé :[héng trang thiét bi CNTT hang nim dé dugc don vi quan tam dau tu
mua sam b6 sung va thay thé tuy nhién véi nhu cau tng dung CNTT cua nganh
doi hoi ngay cang cao d€ dap tng v&i nhiém vu chuyén mon thi hién tai van con
thi€u co s¢ ha tang va trang thiét bi CNTT, cac phan mém chuyén nganh déac thu
dé dam bao hoat dong khai thac st dung.

- Kinh phi hang nim danh cho CNTT con thiéu do dé chua c6 sy thong
nhat dong bo trong qué trinh trién khai tng dung CNTT.

2. Nguyén nhan

- Nhiéq ngqc‘ri dan va doanh nghiép tth.:a nhan chua biét va chua thuc sy
guan tam nqhiéu dén cac djch‘vu qc“)ng truc tuyén cda cac co quan nha nwéc. Mac
di S¢ da to chuc tuyén truyen vé DVC TT qua cac hinh thirc khac nhau nhung
ty Ié nguoi dan biét va st dung DVC truc tuyén con thap.

- Kinh phi hang nam danh cho ung dung CNTT trong nganh tai nguyén va
mdi truong con han che chu yeu phy thugc vao nguon ngan sach cap chi thuong
xuyén, nén viéc dau tu co s¢ ha ting CNTT khong dong b dan den trien khai
ung dung CNTT trong nganh tai nguyén va moi truong con han cheé gap nhiéu
khé khan.

IV- DPE XUAT, KIEN NGHI

Pé nghi Sé Thong tin va Truyén thong:

1. Pé xuat:

- Thuong xuyén mo céc 16p tap huan boi dudng nang cao trinh d§ chuyén
mon vé khai thac va tng dung CNTT cho can b6 lam cong tac CNTT (Pac biét
la cong tac Bao mat an toan, an ninh théng tin).

- Huéng dan, tu van, hd trg cho don vi trong viéc dau tu phat trién CNTT.
Ho trg dé xuat kinh phi, 1ap du toan trien khai ing dung CNTT.

2. Kién nghi:



- Xay dung trung tdm theo ddi an toan an ninh théng tin, trang bi hé théng
canh bao, ra soat cac nguy co gdy mat an toan an ninh théng tin tai cac co quan
trén dia ban tinh.

- H6 tro cac co quan don vi trong viéc dam bao an toan an ninh théng tin
tu van dé xuat trong viéc xay dung co sé dit liéu nganh, sao luu trix dir liéu du
phong. Tranh mat co so dir liéu khi gap su co.

- Ho tro don vi trong khai thac ung dung dung chung cua tinh. Bam bao
ket noi lién thong, dong bo.

- Thuong xuyén phdi hop quan tam hd tro nganh tai nguyén va moi
truong trong Vviéc ra soat cac ung dung, khac phuc cac 16 hong bao mat gay mat
an toan, an ninh théng tin trong nganh.

- Phéi hop Véi co quan, don vi trong cong tac xay dung ké hoach bao vé
dg toan ngan sach dé dam bao cho cong tac thuc hién cac chuong trinh, du an,
de an phat trien va tng dung céng ngh¢ thong tin.

Trén day 1a bao céo cao cong tac ung dung Cong ngh¢ thong tin; Quan ly
dam bao an toan an ninh thong tin trong hoat dong quan ly nha nudc cua So Tai
nguyén va Moi trudng gui Poan kiém tra theo Quyet dinh s6 963/QD-STTTT
ngay 09 thang 7 nam 2021 cua S& Thong tin va Truyén thong./.

Noi nhff): heo Quyt dinh 56 963/ KT.GIAM bOC
- Poan kiém tra theo Quyét dinh s6 963/Qb- DT A 8
STTTT ngay 09/7/2021 ciia Giam ddc So Thong HO GIAMDOC
tin va Truyén thong;

- Lanh dao So;

- Van phong S¢;

- Phong KHTC,;

- Van phong DKDDb;

- Luu VT.

ran Thi Thanh Phugng
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